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Using “modern” auth for IMAP with SCC

Introduction

For many years, client apps have used Basic Authentication to connect to servers, services and
endpoints. It is enabled by default on most servers and services and is super simple to set up. Basic
Authentication means the application sends a username and password with every request (often
stored or saved on the device).

Simplicity isn’t at all bad in itself. Still, Basic Authentication makes it easier for attackers armed with
today’s tools and methods to capture users’ credentials (particularly if not TLS protected), increasing
the risk of credential re-use against other endpoints or services. Multi-factor authentication (MFA)
isn’t easy to enable when you are using Basic Authentication, and so all too often, it isn’t used.

With these threats and risks in mind, many email providers are improving data security by
implementing MFA and modern authentication methods like Open Authorization or OAuth.

When using email apps on the web (or desktop), end users must enable MFA to authorise it to connect
and read emails. On the other hand, SCC is designed to use a business inbox to read emails from and
then distribute them to agents using the ASD. The interaction, in this case, can be understood as
machine-to-machine and needs to happen without human intervention. This is the use case for the
OAuth Client Credentials Flow, where applications pass their Client Secret and Client ID to an
authorisation server, which authenticates the user, and returns a token. This happens without any
user intervention.

This document describes how to configure authentication tokens for Gmail, Outlook.com and
Office365 and how to use them in the Softdial Contact Center.

To date, the information is that this change does not affect SMTP AUTH — and all known email
providers will continue supporting Basic Authentication for the time being.

In the following sessions, the necessary configurations will be discussed for most of the known email
platforms. Further questions can be addressed to

Gmail Application Password

Gmail accounts ( ) will demand that users enable Two-factor Authentication to proceed
with the application token creation. The following steps will guide you on how to create an application
token. This is a more secure IMAP authentication option because it needs MFA to create the
application password.

Please follow these steps to create an application password to enable a service to connect to a
gmal.com account using IMAP.

1) Go to your Google Account Page
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Google Account Q ®@ i o

@

Home

Personal info

Data and privacy

Welcome, Presales 2

@ 0

Security

Manage your info, privacy and security to make Google work better for you. Find out more

L) People and sharing

[ Payments and subscriptions . .
Privacy & You have security

© Abou personalisation recommendations

ou

See the data in your Google Account Recommended actions found in the
and choose what activity is saved, Security Check-Up
to personalise your Google
experience
Manage your data and privacy Protect your account

Privacy suggestions available

Take the Privacy Check-Up and choose the settings that are right
for you

Review suggestion (1)

2) Go to Security options and “App passwords”. Please note that 2-Step Verification needs to
enable at this point.

Home Security

Personal info Settings and recommendations to help you keep your account secure

Data and privacy
You have security recommendations

® 0

Security Recommended actions found in the Security Check-Up

2 People and sharing
= Payments and subscriptions

Protect your account
@ About

Recent security activity

No security activity or alerts in the last 28 days

Signing in to Google

»AxT

Password Last changed 30 Oct 2020 >
2-Step Verification @ on >
App passwords 1 password >

Privacy Terms Help About
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3) Select “Other (Custom name)” to create an application password for your account.

Google Account @ °
< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

You don't have any app passwords.
Select the app and device for which you want to generate the app password.

Select app Select device
Mail
GENERATE
Calendar
Contacts

YouTube

Other (Custom name)

4) Define a relevant Application Name like “SCC Email Client” and click “Generate”.

Generated app password

Your app password for your device
xbme mbom ftli knlj

How to use it

Email

Go to the settings for your Google Account in

securesally@gmail.com the application or device you are trying to set
up. Replace your password with the 16-
Password character password shown above.

Just like your normal password, this app
password grants complete access to your
Google Account. You won't need to remember
it, so don't write it down or share it with
anyone.

DONE

Read the instructions and copy the application password for SCC. This will be the password used in
the SCC Workflow email configuration. Once your app password is created, you can see a record on
the App passwords screen.

¢ App passwords

Your app passwords

Name Created Last used

SCC Email Client

Select the app and device for which you want to generate the app password

SYTEL | IMAP “modern” Auth with SCC 4



Outlook.com Application Password

Outlook.com accounts (xxx@outlook.com) will demand that users to enable Two-step Authentication
to proceed with the application token creation. Microsoft will tend to ask users to use Microsoft
Authenticator app as the preferred tool to implement MFA using smartphones.

The following steps will guide you in creating an application token in your Microsoft account. This is a
more secure IMAP authentication option because it needs MFA to create the application password.

Please follow these steps to create an application password to enable a service to connect to an
outlook.com account using IMAP.

1) Open your Microsoft Account

Microsoft account | Your info Privacy Security Rewards Payment & billing ~ Services & subscriptions Devices

o Test Account - 2022 oo B G

=1 test_accout_2022@outlook.com

2) Open the Security options and enable the “Passwordless account” for your account.

Microsoft account | Yourinfo  Privacy  Security  Rewards  Payment & billing ™ Services & subscriptions  Devices

Secu rity - . Two-step verification

OFF
Manage >

Ways to prove who you are

Manage sign-in and verification options for your Microsoft account. Learn more about sign-in and verification

A4 E Enter password © Uptodate
Last changed 27/09/2022 Used for Account sign-in
Change password View activity

> [ Emailacode eduardo.miller@outlook.com © Uptodate

@ Add a new way to sign in or verify

Additional security

To increase the security of your account, remove your password or require two steps to sign in.

Passwordless account @ Two-step verification
oe OFF OFF
X
Turn on Tum on
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3) After enabling the “Passwordless account”, an extra option for App passwords is enabled.

Secu ri ty Two-step verification

OFF
Manage >

Ways to prove who you are

Manage sign-in and verification options for your Microsoft account. Learn more about sign-in and verification.

> [ Email acode eduardo.miller@outlook.com © Uptodate
> 6 Send sign-in notification © Uptodate
@ Add a new way to sign in or verify

Additional security

To increase the security of your account, remove your password or require two steps to sign in.

Passwordless account o Two-step verification
ess| ON OFF
x
Turn off Turn on

Learn more about removing your password

4) Create a new app password.

Microsoft account ‘ Your info Privacy Security Rewards Payment & billing » Services & subscriptions Devices

Use this app password to sign in

Enter the app password below in the password field of the app or device that can't accept security codes. If you aren't sure how to update your app or
device with an app password, follow these steps.

App password

ititajgulabcbjyq

For each app or device that can't accept security codes, you need to create a new app password to use instead.

Create another app password

@ English (United Kingdom) Privacy & cookies  Termsofuse  Contactus  © Microsoft 2020

Read the instructions and copy the application password for SCC. This will be the password used in
the SCC Workflow email configuration. Once your app password is created, you can see an option to
delete it in the App passwords screen.
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Office 365 Application Registration

Office 365 accounts (xxx@yourdomain) will demand users to enable Two-step Authentication to
proceed with the application registration. Microsoft will tend to ask users to use Microsoft
Authenticator app as the preferred tool to implement MFA using smartphones.

The paid email service from Microsoft requires the use of OAuth APIs, and the application connecting
to your company’s domain to read emails needs to be registered. The Microsoft identity platform
performs identity and access management (IAM) only for registered applications. Whether a
client application like a web or mobile app or a web API that backs a client app, registering it
establishes a trust relationship between your application and the identity provider, the
Microsoft identity platform.

Please note that Office 365, the paid version of Microsoft Mail, has other options available, and this
document will also cover those.

Please follow these steps to create an application password to enable a service to connect to an
outlook.com account using IMAP.

Register an application with the Microsoft identity platform

Go to Azure Portal using a user from your Office365 subscription. The Azure account must have
permission to manage applications in Azure Active Directory (Azure AD). Any of the following
Azure AD roles include the required permissions: Application administrator, Application
developer or Cloud application administrator.

< C M )  httpsy//portal.azure.com/#home B A s ® 8 & = O ?

-
= Microsoft Azure P Search resources, services, and docs (G+/) eduardom@sytel.com & »
SYTEL LIMITED (SYTELCOM) =

Welcome to Azure!
»

Don't have a subscription? Check out the following options

®

Start with an Azure free trial Manage Azure Active Directory ~ Access student benefits

Get $200 free credit toward Azure Manage access, set smart policies, and Get free software, Azure credit, or access
products and services, plus 12 months of  enhance security with Azure Active Azure Dev Tools for Teaching after you
popular free services. Directory. verify your academic status.

Azure services

HH] = % —
+ & B B ¥ B @ =
7 iy (11 < =
Create a Azure Active App All resources Quickstart Virtual App Services Storage
resource Directory registrations Center machines accounts

Open App Registrations to Register an application.
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> C @ ) httpsy/portal.azure.com/#home 23 A
crosoft Azure £ App Regis
Don't have a subscript
All Services (36) Resources

Resource Groups
Azure Active Directory (1)
Services

B App registrations

Start with an Azur

e credit to

# App Configuration

B App proxy
@ App Services

> Function App

d services,

popular

@ Application gateways

Choose a New Registration.

Microsoft Azure

O Search resources, services, and docs (G+/)

Documentation (29)

Marketplace (0)

Home >

App registrations

ﬁ>

+ New registration @ Endpoints ﬁ Troubleshooting O Refresh

\L Download

Preview features

Fill only the field in yellow and click “Register” at the bottom.

Microsoft Azure

L Search resources, services, and docs (G+/)

Home > App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

o & @ &

,0\'7 Got feedback?

B O &

TestApp

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Sytel Limited only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts

only

SYTEL
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In the next screen, copy the values Client ID and Tenant ID.

Home > App registrations >

i TestApp =

P search

‘«

B Overview

& Quickstart

# Integration assistant

Manage

= Branding & properties

—3 Authentication
Certificates & secrets

{l! Token configuration

- API permissions

& Expose an API

The application is now created. Client ID and Tenant ID will be used later.

@ Delete

6 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer).

~ Essentials

Display name
TestApp

Application (client) ID

@ Endpoints Preview features

03fbb2bc-18a6-40cb-a89a-cd45eaab131c

Object ID

ac0f7b1c-e829-4652-bb0b-3db8e7b0b644

Directory (tenant) ID

03cb646f-41a8-479-2222-cf708ad0f73a

Supported account types

My organization only

Generate Client Secret

Go to Certificates & Secrets.

Click New client secret.

Home > App registrations

- TestApp #

>

R Search

Overview

&

& Quickstart

#’ Integration assistant

Manage

B2 Branding & properties

2 Authentication
Certificates & secrets

I} Token configuration

- APl permissions

& Expose an API

App roles

Client credentials
0 certificate, 1 secret

Redirect URIs
Add a Redirect UR|

Application 1D URI
Add an Application ID URI

Managed application in local directory

TestApp

TestApp | Certificates & secrets =

&7 Got teedback?

-

# Integration assistant

Manage

B Branding & properties

Quickstart

3 Authentication

Certificates & secrets

Il Token configuration

& AP permissions

Certificates (0)

Credentials enable confid
addressable los
secret) as a credential.

on (usin

@ Application registration certifici

Client secrets

A secret string that the application

+ New client secret

@ Expose an AP

& Owners

App roles

Description

TestSecret
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Fill out the form - any meaningful name for the secret — choose the relevant expiration. Once
the secret expires, the process from this point needs to be done again.

Home > App registrations > TestApp

TestApp | Certificates & secrets =

‘P Search ‘ &

B overview
& Quickstart

2.‘ Integration assistant

Manage

B2 Branding & properties

%) Authentication
Certificates & secrets

Il Token configuration

- APl permissions

P

Expose an API

% App roles

ke

Owners
als Roles and administrators

Ell Manifest

Support + Troubleshooting
ﬁ Troubleshooting

& New support request

Add a client secret X

Description I AnyMeaninfulNameForYour |
,0\’_"‘ Got feedback? R

Expires | 24 months ~ |

Credentials enable confidential applic
addressable location (using an HTTPS
secret) as a credential.

0 Application registration certificat

Certificates (0) Client secrets

A secret string that the application 1

4+ New client secret
Description

TestSecret

Copy the secret value and the secret id.

+ MNew client secret
Description
TestSecret

AnyMeaninfulNameForYour

Expires Value Secret ID
9/20/2024 [ | Ciitichiasiaiaiaitici ol e85d460a-794b-4248-blee... D [E
12/8/2024 cBS8Q~LB3WSVIIXGE3W_-B... [1 18028621-f831-4420-8fze-... [ @

The fields “Secret Value” and Secret ID will be used later. Keep them safe.

Note the secret value, as it is shown only during creation.
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Give the app the correct permissions to access the Exchange
using IMAP

Open API Permissions to set the permissions for the application.

£ Search resources, services, and docs (G+/) e @ - I ) B eg_‘:g{ﬂam?(syte'-‘égm

Home > App registrations > TestApp

= TestApp | API permissions = - X

‘}3 Search | « O Refresh ,0? Got feedback?

= Overview

& Quickstart
o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
;,_' Integration assistant permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be
used. Learn more

Manage

B Branding & properties Configured permissions

) Authentication Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
configured permissions should include all the permissions the application needs. Learn more about permissions and consent
Certificates & secrets

. -+ Add a permission /" Grant admin consent for Sytel Limited
11l Token configuration

2 API permissions API / Permissions name Type Description Admin consent req...  Status

=Y Expose an API “ Microsaft Graph (1) e
15 App roles User.Read Delegated  Signin and read user... No @ Granted for Sytel Limited = ++
82 Owners v Office 365 Exchange Online (1) e
4. Roles and administrators IMAP.AccessAsApp Application  IMAP.AccessAsApp Yes @ Granted for Sytel Limited ~ +#=

B Manifest

To view and manage consented permissions for individual apps, as well as your tenant’s consent settings, try Enterprise applications.
Support + Troubleshooting

Click Add permission.

Home > App registrations > Tes Request API permissions X
= TestApp | API pe
Select an API

O Search

Microsoft APIs APls my organization uses My APls

®  Overview

Apps in your directory that expose APls are shown below

&5 Quickstart
. ‘ L office365
#  Integration assistant
Name Application (client) ID
Manage
Office365 Shell S5-Server e8bdeda8-b4a3-4eed-b307-5e2456238a77
B Branding & properties
Office365 Zoom 0d38933a-0bbd-41ca-9ebd-28c4b5ba7ch7

3 Authenticatinn

Choose APIs my organisation uses. Search Office365 (use the search bar).
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Request APl permissions X

Select an API
Microsoft APIs  APIs my organization uses My APls

Apps in your directory that expose APIs are shown below

‘ ,O Office
Name Application (client) ID
Office 365 Enterprise Insights 9d02341-e7aa-456d-926d-4a0ca599fbee
Office 365 Exchange Online 00000002-0000-0ff1-ce00-000000000000
Office 363 Information Protection 2f3f02c9-5679-4a5¢-a605-0de55b07d135
Office 365 Management APIs €5393580-f805-4401-95e8-94b7a6ef2fc2

Select Office 365 Exchange Online.
In the next screen, select Application Permissions.

Request APl permissions X

C All APIs

. Office 365 Exchange Online

https://ps.outlook.com

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

‘ Your application runs as a background service or daemon without a signed-in user.

Then, search for IMAP. Check IMAP.AccessAsApp. Click Add Permissions.

Request APl permissions X

CAll APIs

. Office 365 Exchange Online

https://ps.outlook.com

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the AP| as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all
P imap X
Permission Admin consent required
NV IMAP (1)
. IMAP.AccessAsApp @ .
~ es
IMAP.AccessAsApp

Add permissions _
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In the next screen, click Grant admin consent for “<your customer’s tenant name>".

O Refresh }'3? Got feedback?

A You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be
used. Learn more

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of
configured permissions should include all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission ~/ Grant admin consent for Sytel Limited

API / Permissions n... Type Description Admin consent req...  Status

~ Microsoft Graph (1) wee
User.Read Delegated  Sign in and read user profile No e

~ Office 365 Exchange ¢ e
IMAP.AccessAsApr  Application  IMAP.AccessAsApp Yes A\ Notgranted for SytelLi | -+

To view and manage consented permissions for individual apps, as well as your tenant’s consent settings, try Enterprise applications.

The result will be.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
configured permissions should include all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission /" Grant admin consent for Sytel Limited

APl / Permissions n... Type Description Admin consent req...  Status

“~ Microsoft Graph (1)

User.Read Delegated  Sign in and read user profile No @ Granted for Sytel Limited =+

“ Office 365 Exchange (

IMAP.AccessAsApr Application  IMAP.AccessAsApp Yes @ Granted for Sytel Limited ==+

To view and manage consented permissions for individual apps, as well as your tenant’s consent settings, try Enterprise applications.
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Get your Application Object Id from the Enterprise application.

In the Azure portal home screen, search for Enterprise applications and open it.

< C ®w

%) hitps://portal.azure.com/#home

B A %

Microsoft Azure & Enterprise

Don't have a subscripti

All Services (3)
Resource Groups

Documentation (27)
Services

ams
22 Enterprise applications

Start with an Azur Integration accounts
Get $200 free credit to
products and services, =, Service Bus

popular free services.

Marketplace

Resources
Marketplace (20)

Azure Active Directory (2)

ﬁl HPE OneView for Azure Log Analytics (v1.4.0)

B4 HPE StoreOnce VSA 4.3.0

Azure services
ﬁl Mission Critical Azure

Please search for your App and open it.

-+ New application O Refresh \k Download (Export)

0 Preview info

-

®@ @ Gl @

»

i student benefits

software, Azure credit, or access
ev Tools for Teaching after you
wr academic status.

See all

Learn more of'

== Columns

§ oG 200~

View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity

The list of applications that are maintained by your organization are in application registrations.

2 TestApp

*

Application type == Enterprise Applications

1 application found

Name

T}  Object ID

. TestApp 69777763-b411-439...

4

X Application ID starts with <

Application ID

03fbb2bc-18a6-40ch...

Copy the Application IF and the Object ID to be used later.

Homepage URL

+y Add filters

Created on

9/20/2022

SYTEL
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Home > Enterprise applications | All applications >

g2 TestApp | Overview

“ Enterprise Application

«

B overview Properties
Deployment Plan Name (O
A Diagnose and solve problems | TestApp a] ‘

Application ID (D
| 03fbb2bc-18a6-40cb-a89a-... [ ‘

Manage

Il Properties
Object ID @

& Owners | 69777763-b411-4390-9dc6-... [ ‘

Granting Exchange Online permissions using PowerShell
Follow PowerShell commands to grant permission in the inbox to the app.

Use Windows PowerShell on your machine to Register service principals in Exchange.
Set execution policy first:

Set-ExecutionPolicy RemoteSigned

Install ExchangeOnlineManagement module:

Install-Module -Name ExchangeOnlineManagement
Import-Module ExchangeOnlineManagement

Connect and login as an administrator (you'll be prompted for a password):

Connect-ExchangeOnline -UserPrincipalName your-admin-account@your-
domain.onmicrosoft.com

For Exchange running in hybrid mode, log in using the following code:
$lc = Get-Credential
Connect-ExchangeOnline -Credential $lc

Create service principal.

New-ServicePrincipal-AppId <APPLICATION_ID> -ServiceId <OBJECT_ID> -
DisplayName <AMeaninfullName>

Example:

New-ServicePrincipal -Appld 061851f7-08c0-40bf-99c1-ebd489c11f16 -Serviceld 4352fc11-5c2f-4b0b-
af40-447ff10664e8 -DisplayName “SCC EmailService”

Note: If you still get an error running the New-ServicePrincipal cmdlet after you perform these
steps, it is likely due to the fact that the user doesn’t have enough permissions in Exchange
Online to perform the operation. By default, this cmdlet is available to users assigned the Role
Management role

Add permissions to a specific mailbox:
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Add-MailboxPermission

-Identity "<USER@your-domain.onmicrosoft.com>"
-User <OBJECT_ID>

-AccessRights FullAccess

Example:

Add-MailboxPermission -Identity "AdeleV@your-domain.onmicrosoft.com" -User
4352fc11-5c2f-4boOb-af40-447ff10664e8 -AccessRights FullAccess

Shared mailboxes

You need to use Add-MailboxPermission for every shared mailbox you need access to:

Add-MailboxPermission

-Identity "shared@your-domain.onmicrosoft.com"
-User <OBJECT_ID>
-AccessRights FullAccess

These instructions were compiled using the following links (valid in December 2022).

OAuth 2.0 client credential flow with Office365/Exchange IMAP/POP3 | Blog | Limilabs

Office 365 and IMAP with OAuth 2.0 authentication in unattended (app-only) mode

Understanding Client Credentials Flow in OAuth 2.0 | by DLT Labs | Medium

Testing the Azure Business Setup

Because of the complexity, Sytel provides a too to validate the Office 365 confidurations. The
below standalone application can help you to validate your Azure Business configuration.

o

IMAP_OAuth_Tester.e
xe

The application IMAP_OAuth_Tester.exe can be requested to support@sytel.com.

Run this application from any computer using Windows 10 or newer with internet access.
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| Test Applicaticn for Office 365 and IMAP with OAuth 2.0 authentication in unattended (app-only) — O X

E-mail address:

Test now!
Client 1d:
Tenart Id:
Client Secret: Use this Instructions to obtain the Access Token

Firstly validate if your environment is appropriate for the execution of the test. Without adding
any information just click “Test now!”. The application will run the test using some hardcoded

information. A result will be shown in the logging area.

! Test Application for Office 365 and IMAP with Ofuth 2.0 authentication in unattended (app-only) = O X
ey J0eHRi0iJEVIQiLCTub25 2516 ImThRVOyZE 1 Fe FETWWIVEEFRTT11051 ZoCVEWk1nM2Zl a0 s5ampoeEhy D01 LCThbGEoi0i J5T
zI1NiIsIngldCI€I] JaliEEM ]l VwY¥mpBWVhIR2FYRUps OCxWHFRPSSIs ImtpZCI 61 ] JaUXBEM 1 VwY¥mpBRVhZR 2 FYRUpsOCxWHEFRESS
J9 . eyThdWQiliJodHRwezovL2 31dExvb2subl ZmaWN1NzY 1 LoNvbSIsIml = cy I € Imh 0dHE =01 8ve3 Rz LndpbmRvd 3HubmVOL=R=Y2
IZNDZmLTOxYTgtNDd105 1htj Iy LN =24 YHOwZ joz ¥ S8 i LCIpY Qi OJE2N=A 10T QxMDOsIm5i 21 T eMTY SMDUSNDEWNCwiZ¥hwIjo
1 2N owNTE4MDROLCThaW2i0i JFM1 pnWUdgbnVEZ 2xuWDdt dEpEend SHWxZ ¥ VA2 QUESPSI s ImFweF S kalNwbGF SbmFt ZSI€I1R1c3RE
cHAIiLCThcHBpZCIE I A ZmIiMmIjLTE4YTYtNDEj¥i lhOD 1 h LWNENDV 1 YWE 2HTHx Y y I s ImFweGlEYWHy I joiMSIsIml ke CT € Tmh0d
HEBEzOifve3RzlndpbmRvd 3HubnV0 LeAzY2 I ZNDZoLT x Y TgtNDd 105 Lht ] Iy LN A4 YWOwZ J o2 ¥ 581 LCIvaWRi0iI20T 3Nz o2y
1iNDExLTQ=0TALOWRINiOyNmREOTYyZ JA2 ZmMi LOJyaCl e T JAulVY40WI yWEXBNmhCN1V1 aUl 20X dpdEQ=T2dJQUFBQUFBUEVemd
BOUFBQUFBQUImOUFELiIsInJvbEVeI jpbl kINOVAUOWN ] ZXN=0XNBcHAI X Swie2 1 kT Joi MmO M T JhODkt ZDAZY yO0 Yz Rz LWEZHmITt
MmIpYzcsMEHyY jVhIiwic3ViljoiNik3Nz 3N ML Y JQuME 00 Mz kw LT 1 kY = ¥t M) Zk ZDk 2MmYwhmZ J [ iwidC1lk I oi MDNI ¥ ¥ ONmY tH
DFhOCOONZUSLWE v ItY2Y3MDhh ZDBmN=Nh T iwid¥RpIjoiVes yZCRoUES I VI J4UEZ 1 ZURHRXFEUSIsInZ1ci I €I JEuMCIsIndpZH
Mi0lsiMDESHN2ExZDAEMELxZC00YWNiLHIOMDgtZDV Y TozMTIxZTkwIl1lS AFLTneCy TWIgCExr 3CETHMI0Scg_St59-
TipShivAyzaSvilhkxpbokF] yxudugVWF4ml¥2 1l -rixw_3wI¥mcFnEgTuEecQ3vIRUkcml rdnUHxULkz ZullekkpTtE—
MhOE2GhewEEHE-FMGLE TonrutTowfSWESNZIESZU4fLOzzRd—
WTulCkEDCLVgUhPeghy InYbCiBHICPRrghWV Z t PRYASHOLz S Y7 JCkDrd ThaupW 7 2k ZDS 55k VNS Lwg LEURQIY-C2zPEBVESY -
zj6s5_srDxJNez0]0gVON1Zn2 Jbhwa 3UZMEL yhPVHIVx2uZYGEESEEL DeCHE LonWe =7 LucEg4hi-dw
14:00:04.885 -———- - - -
14:00:04.897 Connecting to IMRP using token => outloock.office3&5.com, port 953
14:00:04.534 Connection opened. REuthenticating using the receiwved token...
14:00:05.€20 Rutenticated. Opening Inbox and executing an email count operation. ..
14:00:0€.057 Inbox items count:5
14:00:0€.0€7
14:00:0€.0659 Test succeeded — Your configuration is correct.
|14:00:0€.071 Test succeeded — You can use the same parameter to configure your email in SCC.

E-mail address:

Test now!
Client Id:
Tenant Id:
Client Secret: Use this Instructions to obtain the Access Token
SYTEL | IMAP “modern” Auth with SCC 17



Fill the four fields with the information collected from the configuration process for Office365
and run the process again. Please note, for “Client Secret” you will need the secret Value and

not the Secret ID.

eyJ0elhiOi JEVIQiLCTub2sj ZSIeIkTOWURTRIVhLURK LUt Z1BUWkhLa2 SgqdHF JSEpfV=dSalgweS5105ndi ¥m2 i LCThbEoi 01 J5T
z=I1NiIsIngldCIelj JaU{BEM 1 VwYmpBWVhIRZFYRUpsOExWMFRPSSIsImtpZCIelj JaUdBEM 1 VwYmpBWVhIRZFYRUpsOCxWHMEFRPSS
J% . eyJhdWQi0iJodHRwozovLa 2 1dEavhka subl ZmaWl1MzY I LovhS IsIml zcyI € Imh0dHE 201 8ve3Re LndpboRvd 3HubmVOLzAzY2
IZNDZmLTOxYTgtNDA10S1hM] IyLWNmNzR4 YWOwWE JozY S8 i LCIpYX0i0jEZNzR10TOyNDY s ImSi Zi TEMTY3MDUSHDI ONiwiZE¥hwI jo
t N owNTE4MTO2LCThaWei0i JFM1pnWlpgVS 8 vwOVprRlpesNmih R 24 PE=ZPVEE3QVESPSIsImFweF Ska¥NwbCFSbmFtZ5I€I1R1c3RE
cHAILCThcHEpZCI€ L Az EmJiMmIjLTE4¥TYtNDEjYilhOD 1 h LW kN DV 1 YWEZHTHx Y y Is ImFweE L EYWHy I joiMSIsIml keCIETmhOd
HBzOiSve2RzLndpbmRvd 3MubmVOLzAzY2IZNDZmLTQxYTgtHDd1 05 1hH I yLWNr = R4 ¥YWOwZ j oz ¥ 52 i LCTvaWQi0iI20T o3 Nz o2y
1iNDExLTQzOTAtOWR JHi0yNmREOTY yZ A2 ZmMi LCIyaCI € I j AulVY 4QWI yVEXBNmhCH1V]1 aUl =0XdpdEQ=T2dJQUFEQUFBUEVQemd
BOUFBQUFBQUIMCSUFELL IsIndvhbGVz I pbIk1NOVAUCWN ] ZENz QX NECHA I XSwic2 1k I joiagwY¥ TgxuN2 Y timIkNy 000ETJ LThhZTYE
YTgONDExZTEWM=M3Tiwic3ViljoiNj k3NN MeY jOxMS 00z kw LT kY=Yt ZkZDkIMmYwimZ J TiwidClkIjoiMDNI Y YONmY £t
DFhOCOONZUSLWE yHMj It¥2Y3HDhhZDBmN=NhIiwid¥RpljoidWYtaHBMalUR3a2kyOCY yUVEFNNF1BUSIsInZlciI€IJEuMCIsIndpZH
MiQ0lsiMDESN2ExZDAtME0xZC00YWNiLWIOMDgtZDV ¥ TozsMTIxnZTEwI11lS jNE000aCEsUTEm—
uO4E01 IMDNgWVHDE cQ8 F3 2LéwliuTumgUZuel LEZARAE_Qkok]_BgsbmSHATwv—
WRLyuUQHNuiEyTFhwhS4rRiRpnL3hWr4usS ShymMDir jqu3WBEPirJVhVUnneciOaxghm2x05 9 LOFAOPvHRTU4wvp Vo SSxRHATnRw
UHvEL138vEEixd9_cfZpnSolzzPkéXhedsmEDhEfoJ-1FNP-nbiTECc—TmS jDy35Mg43Dvvasl3x7jwViaj-SBG15yT=2LAl -
OZ0HRxroLwDn¥YIb-DFWW_GfolFge0zPvRgOYZ1yulNRAxolYkbiTYENEVSY1hlIp Hapg
14:02:26. 788 ———— -
14:02:2€.78% Connecting to IMAP using token => outlook._office3€S5.com, port 593
:2€.8€€ Connection opened. ARuthenticating using the received token. ..
14:02:27.374 Rutenticated. Opening Inbox and executing an email count operation...

14:02:27.€632 Inbox items count:5
14:02:27._643
14:02:27_.€45 Test succeeded - Your configuration is correct.

114:02:27.€4€ Test succeeded - You can use the same parameter to configure your email in SCC.

E-mail address: mrtel com

Test now!
Client 1d: 03bb2Zbc (U295 -cd45-: 40P
Terart d: @00 B0 @@

Client Secret: gkizQ (@@ 11 @OSSEREGEORS5-imyRhc WD Use this Instructions to obtain the Access Token

If you receive an error message, check the logging area for the correct information to point you
to fix the issue at the Azure Portal. The error message is a response from the Azure/Office 365
authentication servers. The image below shows an error related to an attempt using a wrong

secret.

on in unatten

at System. Buntime CompilerServices.TaskRwaiter ThrowForNonSuccess (Task task)
at System.Buntime.CompilerServices.TaskRwaiter. HandlelNonSuccessindDebuggerNotification (Task task)
at System.Buntime . CompilerServices.TaskRwaiter ValidateEnd(Task task)
at
‘Microsoft.Identity.Client.Internal .Requests.ClientCredentialRequest.<Executelsync>d__ 2 MoveNext()
—-—-— End of stack trace from previous location where exception was thrown ---
| at System. Puntime CompilerServices.TaskRwaiter.ThrowForNonSuccess (Task task)
at System.Buntime.CompilerServices.TaskRwaiter. HandlelNonSuccessindDebuggerNotification (Task task)
at Microsoft.Identity.Client.Internal.Requests.RequestBase.<Runisync>d 12 MowveNext()
| === End of stack trace from previous location where exception was thrown ——-—
at System.Buntime CompilerServices.TaskRwaiter ThrowForNonSuccess (Task task)
at System. Buntime CompilerServices.TaskRwaiter HandleNonSuccessindDebuggerNotification(Task task)
at
Microsoft.Identity.-Client ApiConfig.Executors.ConfidentialClientExecutor.<Executelsync>d 3 HovelNext
1) StatusCode: 401 BesponseBody:
{"error":"invalid client","error_ description":"RRDSTS7000215: Invalid client secret provided. Ensure
the secret being sent in the regquest is the client secret wvalue, not the client secret ID, for a
secret added to app '03fbbZbc-12a6-40chb-af%a-cd4beaadli3lc’ hr'\nTrace ID: el&€5£f410-59€ac-4al5-5£fed-
b7€470351301 vr\nCorrelation ID: b2€cl257-dE91-48b0-a590-77a8le7198lc v r\nTimestamp: 2022-12-05
14:05:422Z2", "error_codes™: [T000215], "timestamp™ :"2022-12-0% 14:05:422", "trace_id":"eZ&5£410-3€aE—-4als
-S3£&d-b7€470351301", "correlation id":"b8&cl257-dES1-458b0—-a530—
77a81€71381c"™, "error_uri":"https://login.microsoftonline.com/error?code=7000215"} Headers:
Pragma: no-cache
| 5trict-Transport—Security: max—age=3153€000; includeSubDomains
X-Content-Type-Options: nosniff

E-mail address:

Test now!
Client Id:
Tenant Id:
Client Secret: gkigQ Use this Instructions to obtain the Access Token
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Email Setup in SCC

The email setup in SCC did not change, and the steps found on Sytel Help (for email)are updated to
comply with this new authentication option.

In the Softdial Workflow config.xml file, you will find the email configurations.

<Campaign tenantID="default" name="CampaignNameGoesHere'">
<campaignType>0</campaignType>
<className>InboundEmailImap</className>
<assemblyName>WorkflowEmail.dl1l</assemblyName>
<UserParams>

<EmailConfig>

<UseBasicAuth>true</UseBasicAuth>
<UseAzureBusinessAuth>false</UseAzureBusinessAuth>
<AzureBusinessAuthClientId>paste client id here</AzureBusinessAuthClientId>
<AzureBusinessAuthTenantId>paste tenant id here</AzureBusinessAuthTenantId>
<AzureBusinessAuthSecret>paste secret value here</AzureBusinessAuthSecret>
<LogsPath>C:\logs\Email</LogsPath>

SmtpServer>

</SmtpPort>

r address</ImapServer>
/PopServer>

</EmailAccour

thout @ g

untDomain>

ere</Ema

2parated) </BCC>

1 databas

5 her

</DataSourceName>

ndEma i

Alert>fa
ailInboxFolde

</EmailConfig>
] ] ></UserParams>

</Campaign>

The new parameters in bold will define the IMAP authentication behaviour.

UseBasicAuth: When true, the IMAP authentication will be the basic authentication. It will use a user
and password to authenticate access to an IMAP inbox. If False, SCC will use OAuth to authenticate.

In the case of Google Mail and Outlook.com, use the application token in the password field.
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https://help.sytel.com/11.1/#Suite/Guide/User-and-Int-Guides/Text-Services/Email.htm

If you are using Office 365 Business, you need to define the next parameters:

UseAzureBusinessAuth: Set to yes.
AzureBusinessAuthClientld: The client ID.
AzureBusinessAuthTenantld: The tenant ID.

AzureBusinessAuthSecret: The application secret VALUE.
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